Vulnerabilities (CVE,CWE)

Name : Guruprasad G N

SL Common Common

NO | VULNERABILITY:- Vulnerabilities weakness
Exposures Enumeration
CVE-NO :- CWE-NO:-

1 Server-Side Request Forgery (SSRF) CVE-2024-41668 CWE-918

2 NULL Pointer Dereference CVE-2024-41836 CWE-476

3 Improper Input Validation CVE-2024-41839 CWE-20

4 Improper Privilege Management CVE-2024-41666 CWE-269

5 Heap-Based Buffer Overflow CVE-2024-40764 CWE-122

6 Improper Neutralization of Input During Web CVE-2024-40742 CWE-79

Page Generation

7 Insertion of Sensitive Information into Log File CVE-2024-40636 CWE-532

8 Uncontrolled Resource Consumption CVE-2024-40634 CWE-400

9 Deserialization of Untrusted Data CVE-2024-40624 CWE-502

10 | Unrestricted Upload of File with Dangerous Type | CVE-2024-40545 CWE-434

11 | Cross-Site Request Forgery (CSRF) CVE-2024-40328 CWE-352

12 | Improper Access Control CVE-2024-39934 CWE-284

13 | Files or Directories Accessible to External Parties | CVE-2024-39931 CWE-552




